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Abstract

Background: Population growth and aging have highlighted the need for more effective home and prehospital care. Interconnected
medical devices and applications, which comprise an infrastructure referred to as the Internet of Medical Things (IoMT), have
enabled remote patient monitoring and can be important tools to cope with these demographic changes. However, developing
IoMT platforms requires profound knowledge of clinical needs and challenges related to interoperability and how these can be
managed with suitable technologies.

Objective: The purpose of this scoping review is to summarize the best practices and technologies to overcome interoperability
concerns in IoMT platform development for medical emergencies in home and prehospital care.

Methods: This scoping review will be conducted in accordance with Arksey and O’Malley’s 5-stage framework and adhere to
the PRISMA-P (Preferred Reporting Items for Systematic Reviews and Meta-analyses Protocols) guidelines. Only peer-reviewed
articles published in English will be considered. The databases/web search engines that will be used are IEEE Xplore, PubMed,
Scopus, Google Scholar, National Center for Biotechnology Information, SAGE Journals, and ScienceDirect. The search process
for relevant literature will be divided into 4 different steps. This will ensure that a suitable approach is followed in terms of search
terms, limitations, and eligibility criteria. Relevant articles that meet the inclusion criteria will be screened in 2 stages: abstract
and title screening and full-text screening. To reduce selection bias, the screening process will be performed by 2 reviewers.

Results: The results of the preliminary search indicate that there is sufficient literature to form a good foundation for the scoping
review. The search was performed in April 2022, and a total of 4579 articles were found. The main clinical focus is the prevention
and management of falls, but other medical emergencies, such as heart disease and stroke, are also considered. Preliminary results
show that little attention has been given to real-time IoMT platforms that can be deployed in real-world care settings. The final
results are expected to be presented in a scoping review in 2023 and will be disseminated through scientific conference presentations,
oral presentations, and publication in a peer-reviewed journal.

Conclusions: This scoping review will provide insights and recommendations regarding how interoperable real-time IoMT
platforms can be developed to handle medical emergencies in home and prehospital care. The findings of this research could be
used by researchers, clinicians, and implementation teams to facilitate future development and interdisciplinary discussions.
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Introduction

Background
Advancements in wireless technology, artificial intelligence,
and sensor technology have enabled the use of remote patient
monitoring as a method to prevent and detect medical
emergencies [1]. This includes, for example, cardiovascular
diseases [2], stroke [3], sepsis [4], and trauma, including falls,
which together claim millions of lives each year [5-7]. These
medical emergencies can often be attributed to population aging,
as elderly individuals are more susceptible to disease and
disability. Between 1990 and 2017, the 2 main causes of
disease-specific deaths globally attributed to population aging
were ischemic heart disease (3.2 million) and stroke (2.2 million)
[8]. Other diseases that notably contribute to deaths among older
adults (≥65 years) are heart failure (20%), dementia (13.6%),
chronic lower respiratory disease (12.4%), and pneumonia
(5.3%) [9]. Furthermore, degenerative diseases and arthritis
gradually decrease individuals’ physical and mental capacities
and have all been associated with a high incidence of
life-threatening falls among elderly individuals [10,11]. As of
2021, falls are the second leading cause of all unintentional
injury deaths worldwide [12].

Globally, medical emergencies impose a great economic burden.
In 2015, the estimated medical costs attributable to fatal and
nonfatal falls among elderly individuals (≥65 years) in the
United States were approximately US $50 billion [13]. The
estimated global cost of stroke is over US $891 billion, which
is 1.12% of the global gross domestic product (GDP) [14].
Population growth and population aging further indicate that
additional economic strain will be put on future health and social
systems [15]. In 2020, Li et al [16] showed that the health care
expenditure per capita in China of the age group ≥65 years was
7.25 times higher than the health care expenditure per capita of
the age group ≤25 years. In the United States, people aged 55
and over account for more than half of total health spending
[17]. In Sweden, the municipalities’ total cost of elderly care
in 2020 was 135 billion SEK (approximately US $14 billion),
an increase of more than 40% from the costs of 96 billion SEK
(approximately US $10 billion, inflation considered) in 2010
[18].

Supporting the health and well-being of a growing population
in the context of an aging population remains one of today’s
most complex and critical global challenges [19]. More health
care must be provided closer to patients’homes to reduce health
care costs and optimize health care processes [20]. This
transition of health care motivates the need for technical
solutions that can support its success. Several interconnected

medical devices and applications, an infrastructure referred to
as the Internet of Medical Things (IoMT), are suitable
approaches for remote patient monitoring [21]. IoMT can
increase patient safety, reduce health care costs, and streamline
processes and workflows in home and prehospital care [1]. In
the IoMT, devices communicate over the internet to achieve a
common goal [22,23]. Furthermore, combining several devices,
followed by adequate data fusion, can be advantageous in terms
of system accuracy [24].

Home care is the provision of health care in patients’ homes
with the goal of complementing and replacing hospital care and
improving quality of life [25] (Step 1 in Figure 1). Prehospital
care refers to emergency medical services (EMS) provided to
a trauma victim before they arrive at the hospital (Steps 2-5 in
Figure 1). Together, home care and prehospital care include
several steps: remote monitoring, health status assessment,
resuscitation, and stabilizing measures [26]. Each step is
associated with data generation and data processing. The sensors
in Step 1 in Figure 1 can be deployed in a patient’s home, and
in the case of detected abnormalities, an alarm can be sent to
the public safety answering point (PSAP). For an adequate care
process and patient safety, the information must rapidly and
securely flow through each step in Figure 1.

Today's systems often lack the functionality necessary to manage
all the steps depicted in Figure 1 [27]. Some studies have
focused on different algorithms (eg, predicting the need for
critical care [28], fall detection and fall prevention [29-31],
certain sensor setups, pressure sensors [31], and radio frequency
[32,33]) or certain levels of interoperability (semantic
interoperability [34-37]). For systems to function effectively in
both home and prehospital care, the whole scenario must be
considered, and several interoperability challenges must be
addressed. These challenges include (1) interoperability of the
real-time data collection system, involving integration of devices
and platforms from different vendors, allowing data fusion as
a technique to increase system accuracy (Step 1, Figure 1) [24];
(2) interoperability in the data stored in disparate systems, such
as medical devices, electronic health records (EHRs), emergency
service centers, and emergency medical dispatch systems
(subsystems, Figure 1); (3) definition of mechanisms for the
dissemination of data to third-party applications; and (4) services
for big data processing and knowledge extraction. According
to Rubí and Gondim [27], prior studies have partially solved
these challenges, although without considering the whole
scenario. For information to flow through each step in Figure
1, all challenges 1-4 must be solved. In this scoping review, the
focus is on interoperable IoMT platforms that address the
interoperability challenges 1-4 and cover Steps 1-3 in Figure 1.
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Figure 1. Example of events and data being transferred through several subsystems in home care and prehospital care settings. EMS: emergency medical
services; IoMT: Internet of Medical Things; PSAP: public safety answering point.

The ASAP (Acute Support, Assessment, and
Prioritizing) Project
The World Health Organization (WHO) has declared falls as a
major public health problem [12]. Over 37 million severe falls
are reported globally each year among older adults (≥65 years).
Approximately 684,000 individuals die from falls each year, a
number that is projected to increase due to population aging
[12]. Hip fractures, traumatic brain injuries, and upper limb
injuries are all examples of injuries following severe falls, and
if appropriate treatment is not received in time, the injury can
worsen [38]. Various postfall syndromes, such as confusion,
immobilization, and depression, may place further constraints
on daily activities several months after the fall [12]. According
to the Swedish National Board of Health and Welfare, the costs
for falls in Sweden amount to 17 billion SEK (approximately
US $1.7 billion) [39].

As a response to population aging and the need for more
efficient home and prehospital care, an ongoing research project
led by Chalmers University of Technology in Gothenburg,
Sweden, aims to tackle these concerns in a project named ASAP
(Acute Support, Assessment, and Prioritizing). Since falls
account for 40% of all injury-related deaths among persons aged
85 years or older [10], the ASAP project’s initial focus is on
falls. The aim of the ASAP project is to develop an interoperable
system prototype (Figure 2) for home care and prehospital care,
meaning that the system prototype will encompass
functionalities necessary to manage Steps 1-3 in Figure 1, from
the moment a person falls in their home until the paramedics
arrive at the scene. Even though falls are the platforms’ initial
focus, functionalities to manage additional medical emergencies
such as congestive heart failure, arrhythmia, and stroke will be
targeted in future system development processes.

Figure 2. Simplified architecture visualizing the building blocks of the Internet of Medical Things (IoMT). In the ASAP (Acute Support, Assessment,
and Prioritizing) project, the aim is to develop an interoperable system prototype that includes functions covered by Levels 2–4.

Interoperability Model
Today, a great deal of health-related information is hidden in
isolated data silos and incompatible systems, making it difficult

to access and use this information [27]. However, medical
emergencies require that information be exchanged rapidly and
securely between systems [38]. For this interplay to function
adequately, different devices and applications must be
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interoperable; they must access, exchange, and use information
in a predictable and standardized manner [40-42].
Interoperability has recently received increased attention due
to the need to uncover the full potential of big data and improve
digital health. However, the precise meaning of the term

interoperability is ambiguously defined [41,42]. Several
definitions exist, and numerous attempts have been made to
present the concept using different models [42]. In this scoping
review, the term interoperability is conceptualized through a
6-level hierarchical structure (Figure 3) [42].

Figure 3. Interoperability model visualizing the different levels of interoperability. Each level is associated with different interoperability challenges.

Internet of Things (IoT) Architecture and Reference
Models
Software-defined networking (SDN) [42-44] and computational
infrastructures (such as fog computing [45,46]) have been
identified as potential technologies needed to cope with latency
and bandwidth problems due to congested networks [43,45].
These and other technologies have the potential to solve many
of today’s interoperability challenges. Different protocols, a set
of rules that allow machines and applications to exchange
information [47], also play a key role in solving interoperability
challenges. Together, different protocols form reference models
(also called protocol stacks, Figure 4), which provide a
structured way to discuss system components and system
functions [23,47]. Knowledge of these models and technologies

can facilitate the development of IoMT architectures [23]
(Figure 2).

In this scoping review, technologies refer to approaches used
to implement the IoMT building blocks in Figure 2. The IoMT
reference model in Figure 4 further helps to conceptualize these
building blocks. Technologies are limited to data formats and
protocols (Level 1), middleware technology and application
programming interfaces (APIs; Levels 2-4), computational
infrastructures, data processing techniques (Level 3), data
storage (Level 4) and standards, and network architectures
(Levels 1-4). Hardware, project management processes, and
regulatory compliance are not considered. The aim is to provide
recommendations regarding suitable technologies that can be
used to develop interoperable IoMT platforms and help to
achieve the levels of interoperability presented in Figure 3.

Figure 4. Different levels of an Internet of Medical Things (IoMT) reference model. Each layer is associated with different protocols and technologies,
all of which help realize each layer’s specific functionality. The model helps to conceptualize IoMT building blocks.
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Previous IoMT Platform Development
Efforts from digital health global research communities have
addressed concerns related to remote patient monitoring.
Takatou and Shinomiya [48] developed an IoMT-based real-time
fall detection prototype system for elderly individuals in 2020
using passive radio frequency identification (RFID) sensor tags.
Rachakonda et al [49] presented Good-Eye in 2020, an
IoMT-enabled device that can both detect and predict fall-related
accidents using data fusion techniques. Good-Eye was able to
predict falls with an accuracy of 95%. For validation of the
Good-Eye system, 6 study participants and 144 different
instances of sitting and falling were recorded with the use of
depth cameras. Kommey et al [50] proposed a patient medical
emergency alert system (PMEAS) that allows body temperature
and heart rate to be collected and transmitted to the user’s phone
via Bluetooth. The PMEAS accurately recorded the temperature
of the user approximately 80% of the time [50]. Vandenberk et
al [51] developed DHARMA, a component-based digital
research platform for mobile remote monitoring studies. The
DHARMA platform performed well in a real-time health care
setting for the follow-up of pregnant women at risk of
developing preeclampsia.

Although many solutions have promising results regarding the
detection of abnormal values [49-53], research tends to focus
on certain aspects of the problem concerning remote patient
monitoring. For an IoMT platform to be integrated and
employed in real-life settings, these platforms must be capable
of managing multiple devices and their different characteristics
(ie, different communication protocols and data formats) [54].
The lack of standards for data integration and deficient
integration capabilities with external platforms and EHR systems
impedes the usage of IoMT platforms in real life [40,54]. To
date, little attention has been given to real-time systems that
can be deployed in real-world care settings [27]. Therefore,
more comprehensive studies that focus on effective and secure
data transmission and management are needed.

Related Work
Related studies have previously been conducted. Ait
Abdelouahid et al [55] focused on a map between IoT
communication protocols and an 8-level interoperability model.
Garai and Adamkó [56] mapped a 3-level interoperability model
against the 7-layer Open Systems Interconnection (OSI) model.
Tayur and Suchithra [57] examined current standards, data
formats, and protocols to overcome interoperability issues,
focusing on the application layer. Leite et al [58] and Noura et
al [42] examined technologies used to overcome interoperability
concerns in the IoT. Sethi and Sarangi [23] presented a survey
of the current technologies used in the IoT domain as of 2016.
To our knowledge, there has been no previous study that
combines interoperability challenges and suitable technologies
with a focus on medical emergencies. This type of study is
necessary to obtain an overview of how interoperable real-time
IoMT platforms can be developed, which types of
interoperability issues can arise, and how these can be managed
with suitable technologies.

Aim
This scoping review aims to summarize suitable technologies
and best practices used during the development process of
real-time interoperable IoMT platforms, with a focus on
platforms that can handle medical emergencies, such as falls,
congestive heart failure, and stroke, in home and prehospital
care settings. The overall goal is to summarize and describe
technologies used to overcome interoperability concerns.
Furthermore, the aim is to provide recommendations regarding
the technologies used to develop interoperable IoMT platforms,
enabling clinicians and practitioners to understand relevant
challenges and use appropriate techniques to tackle these
concerns. Technical concepts will be described based on how
they can be used in health care, enabling clinicians and
nontechnical professionals to understand their application areas.

Methods

Overview
Arksey and O’Malley [59] describe 4 common reasons why it
can be worthwhile to undertake a scoping review. The third
reason is “to summarize and disseminate research findings”
[59]. This description can best be applied to this scoping review.
Hence, the aim is to summarize and disseminate research
findings within the frontiers between clinical applications,
interoperability, and IoMT platform development. Our scoping
review protocol will be based on Arksey and O’Malley’s 5-stage
methodological framework for scoping reviews [59]. In this
model, Stage 1 consists of identifying the research question.
Stage 2 involves identifying the relevant studies. Stage 3
comprises study selection. Stage 4 consists of charting relevant
data from the studies. Stage 5 consists of collecting,
summarizing, and reporting the results

If necessary, these stages will be further broken down into more
manageable substeps to increase the transparency of the method.
The electronic databases/web search engines used in the study
are IEEE Xplore, PubMed, Scopus, Google Scholar, NCBI,
SAGE Journals, and ScienceDirect, as these search engines
have been previously used by related studies.

The scoping review protocol is reported in accordance with the
reporting guidelines provided in the Preferred Reporting Items
for Systematic Reviews and Meta-analyses Protocols
(PRISMA-P) statement. The PRISMA-P checklist was
developed for a systematic review protocol; therefore, not all
items will be covered (see Multimedia Appendix 1).

Stage 1: Identification of the Research Question
A preliminary search of the literature was conducted. The aim
was to outline important keywords to refine the search terms
used in the review and to develop relevant research questions.
Studies were screened by title and abstract to determine
suitability for inclusion. Several abbreviations, terms, and
acronyms that were found in the literature and deemed to be
relevant were noted and tabulated (Textbox 1). To decide
whether a term, abbreviation, or acronym should be tabulated,
it had to fulfill 2 criteria. First, it had to be considered a keyword
that could help the reviewers search for literature that could be
used to identify relevant research questions. Second, it had to
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be a new keyword. These new keywords were, however,
combined with other familiar search terms using the Boolean
operators AND and OR (Figure 5). Stage 1 was completed with
this scoping protocol.

In addition, a snowball approach described by Wohlin [60] was
used to further screen for new articles. Snowballing refers to

using the reference list of a paper (backward snowballing) or
the citations to the paper (forward snowballing) to identify
additional papers [60]. Both backward and forward snowballing
were used in Stage 1. The identified articles were continuously
saved to the reference manager Mendeley (version 2.70;
Elsevier), and duplicates were removed.

Textbox 1. Examples of abbreviations, terms, and acronyms relevant for Internet of Medical Things (IoMT) platform development.

Standards

• FHIR (fast health care interoperability resources)

• oneM2M

• openEHR

• SenML (Sensor Markup Language)

Network/software architectures

• Multitenancy

• SDN (software-defined networking)

• SOA (service-oriented architecture)

Internet of Medical Things (IoMT) platform/software frameworks

• Aneka

• FogBus

• GiraffePlus

• GoodEye

• HealthGo

• HPCaaS (high-performance computing as a service)

Protocols

• AMQP (Advanced Message Queueing Protocol)

• CoAP (Constrained Application Protocol)

• IPv6 (Internet Protocol version 6)

• MAC (media access control)

• MQTT (Message Queuing Telemetry Transport)

• RDP (Remote Desktop Protocol)

• SCAIP (Social Care Alarm Internet Protocol)

• Websockets

• XMPP (Extensible Messaging and Presence Protocol)

Computational infrastructures/systems

• Apache Flink Apache Kafka

• Apache Storm

• Fog computing

• Multiaccess edge computing

• Edge computing

Data management

• Blockchain

• Stream reasoning
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The following research questions were identified:

1. What are the current challenges of developing a real-time
IoMT platform for managing medical emergencies such as
falls?

2. What is interoperability, and how can it be defined in the
context of the IoMT?

3. What types of models are used to visualize the different
layers of interoperability? When talking about medical
devices in an IoMT setting, which model is preferable and
why?

4. Which reference model with corresponding protocols can
best describe and define the structure of key aspects of the

information being managed in a real-time IoMT system?
How is the model being used today?

5. Have any studies examined which current technologies are
associated with the layers in the reference models identified
in research question 3, and how these are being used to
fulfill the set of rules defined by each layer? If so, what are
the results?

6. How can interoperability solutions be mapped to the layers
in the interoperability model?

7. What recommendations regarding technologies can be given
to clinicians and practitioners who want to develop
interoperable IoMT platforms for home and prehospital
care settings?

Figure 5. The different search strategies. IoMT: Internet of Medical Things; IoT: Internet of Things; MQTT: Message Queuing Telemetry Transport;
SDN: software-defined networking.

Stage 2: Identification of Relevant Studies
To answer the research questions outlined in Stage 1, a
comprehensive search strategy will be conducted. Since the
scoping review encompasses a broad spectrum of research
questions, the search process will be divided into 4 search
strategies with separate search terms, search limits, and goals
(Figure 5). Strategies A-D will be carried out in chronological
order, starting with search strategy A. Search strategies A and
B were completed with this protocol.

The chronological workflow structures the work into more
manageable pieces and ensures that any prior knowledge deemed
necessary for each search strategy has been acquired in the
previous step. Figure 6 shows the reasoning behind the
chronological workflow and provides an overview of how the
search strategies relate to each other.

Backward and forward snowballing was used in Steps A and B
and will further be used in Steps C and D. The final inclusion
of a paper will be based on the eligibility criteria in Textbox 2.
These criteria will be applied in all steps.
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Figure 6. Reasoning behind the chronological workflow. The workflow is carried out in the following order: Step 1, Step 2, Step 3, and Step 4. IoT:
Internet of Things.

Textbox 2. Inclusion and exclusion criteria. IoMT: Internet of Medical Things; IoT: Internet of Things.

Inclusion criteria

• Published peer-reviewed journals and conference papers

• Written in the English language

• Published during the time period defined in the protocol

• Studies describing or reporting the development or design of IoMT systems with a focus on the technology

• Studies reporting challenges and barriers of integrating IoMT platforms into prehospital care or home care settings with a focus on the technology

• Studies describing different relevant technologies used for IoMT platform development

Exclusion criteria

• Full-text articles that could not be obtained and/or are not written in English

• Conference abstracts, book reviews, commentaries, and editorial articles

• Studies focusing on hardware, project management processes, or regulatory compliance

• Studies reporting on the design or development of IoT applications with no focus on health data (eg, Industry 4.0, including the automotive
industry, food industry, manufacturing industry, etc).

Search Strategy A: Defining Interoperability
Search strategy A covered the concept of interoperability. It
was completed with this protocol and resulted in the
interoperability model (Figure 3). It laid the foundation
regarding what interoperability concerns and helped establish
an interoperability model that we can proceed from (Figure 3).
Since the term interoperability is hard to define and numerous
conceptual frameworks exist, the aim was to find a model best
suited for the purpose of this scoping review (ie, reviewing
software technologies associated with interoperability concerns
in IoMT settings). Hence, the aim of strategy A was to cover
articles published between January 1, 1999, and March 31, 2022,
since the term “Internet of Things” appears to have been first
coined in 1999 by Kevin Ashton [61], whereas the term
“interoperability” appears to have been around since 1970 [62].

Search Strategy B: IoT Reference Models
Search strategy B covered reference models. It was completed
with this protocol and resulted in the reference model (Figure
4). The focus was on models used to describe the interface
between different components in an IoT setting, since knowledge

of the architectural structure of reference models is necessary
in software development [23]. Due to the rapid increase in the
number of interconnected devices in recent years [63] and to
limit the search results, search strategy B was limited to studies
published between January 1, 1999, and March 31, 2022.

Search Strategy C: Mapping Between the Interoperability
Model and the IoT Reference Model
In search strategy C, we will proceed from Figures 3 and 4.
Strategy C will start with the scoping review. The goal is to
map the levels in the interoperability model (Figure 3) to the
corresponding levels in the reference model (Figure 4). Similar
mappings as suggested in the literature will be examined and
used as a reference [61]. Each mapping will be performed
according to the layer(s) in the reference model in which
different interoperability challenges appear (Figure 7). This will
be followed by an explanation of the motivation regarding the
terms on which the mapping has been performed. Two separate
models can name their layers differently but describe the same
concept or model functionality. Therefore, the mapping process
will be systematically conducted following the process described
in Figure 8.
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Figure 7. Example of mapping between the layers in an interoperability model and the layers in a Transmission Control Protocol/Internet Protocol
(TCP/IP) model. In this case, challenges related to semantic interoperability can arise at the application layer of the TCP/IP model.

Figure 8. Schematic overview of the mapping process. In this case, the 2 layers can be mapped together.

Search Strategy D: Technologies
Strategy D will cover technologies used to overcome
interoperability challenges during the development process of
real-time interoperable IoMT platforms. In this step, we will
proceed from Figure 3. Technologies will be tabulated and
followed by a descriptive overview regarding how that
technology can be applied in the context of IoMT platform
development to handle medical emergencies (Figure 7). Search
terms specified in Figure 5 will be complemented with terms
from Textbox 1. Articles describing the development process
of IoT platforms [64] will be of particular interest since these
often cover several aspects regarding the development process
and thus act as a source of information from which new
technologies and search terms can be obtained.

The majority of standard IoT protocols were developed in the
late 1990s or during the 21st century. For example, the

Constrained Application Protocol (CoAP) was published as a
full Internet Engineering Task Force (IETF) internet standard
in 2014, the Advanced Message Queuing Protocol (AMQP)
was created in 2003, and Message Queuing Telemetry Transport
(MQTT) was created in 1999 [65]. Therefore, the search strategy
will be limited to articles published between January 1. 1999,
and December 31, 2022. This limitation is further motivated by
the fact that new emerging concepts such as SDN (2008) [43],
fog computing (2012) [66], and blockchains (2008) [67] have
been introduced over the past 2 decades.

Stage 3: Study Selection
Studies will be selected based on 2 screening processes. To
facilitate the screening processes, several inclusion and
exclusion criteria were developed (Textbox 2). Inclusion criteria
will be adapted in both screening processes.
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Title and Abstract Screening
The first screening process will include an evaluation and an
assessment of the relevance of the articles’ titles and abstracts.
Rayyan (Rayyan Systems Inc) will be used by 2 reviewers in
the group (authors MS, HJ) to reduce any biases. Rayyan is a
free mobile and web tool designed to help researchers work on
knowledge synthesis projects, including scoping reviews [68].
The 2 reviewers will perform the screening process
independently of each other. In case of any disagreements, a
third member of the research team will vote regarding whether
the article should be included. Inclusion or exclusion will then
be based on the majority decision. All 3 reviewers will use the
same inclusion and exclusion criteria when deciding whether
an article should be included. Decisions will be based on
majority vote.

Full-Text Screening
The articles that pass the title and abstract screening will
undergo a second screening stage. This stage involves a full-text
review conducted in the same way as the first screening process.

Stage 4: Charting the Data
In this stage, only articles that pass title and abstract screening
and full-text screening will be summarized. Information relevant
for extraction will include general findings that are shared
among the articles that are to be summarized. These findings
include author(s), year of publication, country of origin,
purpose/aim of the study, methodology, type of study, and
outcomes. In addition to these general findings, more specific
information that will help answer each research question will
be summarized, including the following: (1) What technologies
are used to develop real-time interoperable IoT/IoMT platforms?
(2) How are the technologies used? (3) For what purposes are
the technologies used? This will include information about the
models used, technological approaches and their pros and cons,
research context, challenges and barriers, conclusions, and future
work.

To map the findings regarding technologies to corresponding
layers in the reference model, the extracted data will be
categorized using the web application Dedoose (SocioCultural
Research Consultants), a qualitative data analysis application
[69]. The focus will be on qualitative data. Quantitative
evaluations or measurements of system performance will not
be considered. The coding scheme will be tested by 2 separate
members (authors MS, HJ) of the team to ensure that it is a
suitable and applicable scheme.

Stage 5: Collating, Summarizing, and Reporting the
Results
In this stage, findings from the reviewed literature will be
summarized and presented. The summary will include both a
descriptive summary and a thematic analysis. Qualitative
analysis techniques will be used to complete the thematic
analysis. Models established in Stages 1 and 2 will be visualized
through images and described in running text. The mapping
conducted in search strategy C will be visualized through models
and tables. Findings (technologies) from search strategy D will
be tabulated together with a definition and a description in
running text. Findings from search strategy D will also form

the basis for recommendations on suitable technologies that can
be used during the development of interoperable IoMT
platforms.

The result will provide an overview of how and why different
interoperability concerns appear at different stages during the
software development process and how these can be managed
through the usage of suitable technologies. If the same
technology is examined and recommended in multiple studies,
the number of occurrences will be summarized and reported.
Although the focus is on real-time IoMT platforms, the result
will hopefully be valuable to a broad audience working with
IoMT applications. Because an assessment of study quality is
not routinely used in scoping reviews [69,70], this kind of
assessment will not be addressed in this scoping review.

Ethical Considerations
The scoping review will build upon previously published papers
where data from potential trials have already been ethically
approved before commencement, so no additional ethical
approval is necessary.

Results

A preliminary search for potentially relevant articles was
performed in April 2022 using the electronic databases IEEE
Xplore, PubMed, Scopus, Google Scholar, National Center for
Biotechnology Information, SAGE Journals, and ScienceDirect.
A total of 4579 articles were found. The data extraction and
analysis will be completed in early 2023. The qualitative and
thematic analyses will be complemented by descriptive statistics
and narrative form. We expect the results from this scoping
review to be disseminated in a scientific peer-reviewed journal
in 2023. The results will be disseminated through scientific
conference presentations, oral presentations, and publication in
a peer-reviewed journal.

Discussion

Expected Findings
In this scoping review protocol, we define interoperability in
the context of IoMT and choose a 6-level model to conceptualize
different interoperability issues that can arise during IoMT
platform development. Additionally, we define a 5-level IoMT
reference model to conceptualize building blocks of IoMT
platforms. These definitions and building blocks will be the
basis for our review, and data will be mapped to this structure.

From a clinical perspective, this scoping review will provide
information necessary for building interoperable IoMT platforms
for managing medical emergencies in home and prehospital
care settings. To date, several reviews have been published
regarding interoperability and IoMT platform development.
However, to our knowledge, this will be the first review that
combines interoperability and technologies with a focus on
medical emergencies in prehospital and home care. The strengths
of this study lie in the combination of an interoperability model
and an IoMT reference model. By mapping interoperability
issues to the layers in the IoMT model, we hope it will become
clear how, where, and why different interoperability issues
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appear. Furthermore, this study will include suitable
technologies to overcome these concerns, which will facilitate
readers to familiarize themselves with important tools needed
to realize interoperable IoMT platforms.

Since we find collaboration between clinicians and engineers
important in the context of IoMT development, our goal is to
explain concepts in a simple way and continually point out
application areas and how the technologies can be used to realize
an IoMT platform. Another strength with the study is that
readers with a nontechnical background should be able to
comprehend the content and become acquainted with important
concepts. The scoping review will be a facilitator for future
interdisciplinary discussions.

Limitations
One limitation of this study is that because its focus is on
technologies in IoMT settings, we have intentionally omitted

articles covering technologies in other IoT settings. For example,
IoT technologies predominated in automotive industry or
Industry 4.0 will not be reviewed, even though they could
potentially add value to the IoMT development process. Another
limitation is that articles were collected from a limited set of
literature resources from a specific time period and only those
published in English. A limited search strategy can increase the
risk of selection, retrieval, and publication bias. To reduce
selection bias, however, the screening process will be performed
by 2 reviewers.

Conclusions
This scoping review has the potential to influence future
directions and may impact future IoMT platform developing
processes. The results will elucidate important tools and
concepts and enable clinicians and technicians to work closely
in future development processes.

Acknowledgments
This work was supported in part by the Kamprad Family Foundation for Entrepreneurship, Research, and Charity.

Conflicts of Interest
OM is a sales engineer at InterSystems. There are no other conflicts of interest to declare.

Multimedia Appendix 1
PRISMA-P (Preferred Reporting Items for Systematic review and Meta-Analysis Protocols) 2015 Checklist.
[PDF File (Adobe PDF File), 159 KB-Multimedia Appendix 1]

References

1. El-Rashidy N, El-Sappagh S, Islam SMR, El-Bakry HM, Abdelrazek S. Mobile health in remote patient monitoring for
chronic diseases: principles, trends, and challenges. Diagnostics (Basel) 2021 Mar 29;11(4):607 [FREE Full text] [doi:
10.3390/diagnostics11040607] [Medline: 33805471]

2. Rincon JA, Guerra-Ojeda S, Carrascosa C, Julian V. An IoT and fog computing-based monitoring system for cardiovascular
patients with automatic ECG classification using deep neural networks. Sensors (Basel) 2020 Dec 21;20(24):7353 [FREE
Full text] [doi: 10.3390/s20247353] [Medline: 33371514]

3. Lei N, Kareem M, Moon SK, Ciaccio EJ, Acharya UR, Faust O. Hybrid decision support to monitor atrial fibrillation for
stroke prevention. Int J Environ Res Public Health 2021 Jan 19;18(2):813 [FREE Full text] [doi: 10.3390/ijerph18020813]
[Medline: 33477887]

4. Fleischmann C, Scherag A, Adhikari NKJ, Hartog CS, Tsaganos T, Schlattmann P, International Forum of Acute Care
Trialists. Assessment of global incidence and mortality of hospital-treated sepsis. current estimates and limitations. Am J
Respir Crit Care Med 2016 Feb 01;193(3):259-272. [doi: 10.1164/rccm.201504-0781OC] [Medline: 26414292]

5. Mensah GA, Roth GA, Fuster V. The global burden of cardiovascular diseases and risk factors: 2020 and beyond. J Am
Coll Cardiol 2019 Nov 19;74(20):2529-2532 [FREE Full text] [doi: 10.1016/j.jacc.2019.10.009] [Medline: 31727292]

6. Feigin VL, Stark BA, Johnson CO, Roth GA, Bisignano C, Abady GG, et al. Global, regional, and national burden of stroke
and its risk factors, 1990–2019: a systematic analysis for the Global Burden of Disease Study 2019. Lancet Neurol 2021
Oct;20(10):795-820. [doi: 10.1016/S1474-4422(21)00252-0]

7. Luhr R, Cao Y, Söderquist B, Cajander S. Trends in sepsis mortality over time in randomised sepsis trials: a systematic
literature review and meta-analysis of mortality in the control arm, 2002-2016. Crit Care 2019 Jul 03;23(1):241 [FREE
Full text] [doi: 10.1186/s13054-019-2528-0] [Medline: 31269976]

8. European Commission report on the impact of demographic change. European Commission. 2020. URL: https://ec.europa.eu/
info/sites/info/files/demography_report_2020_n.pdf [accessed 2022-01-17]

9. Tinetti ME, McAvay GJ, Murphy TE, Gross CP, Lin H, Allore HG. Contribution of individual diseases to death in older
adults with multiple diseases. J Am Geriatr Soc 2012 Aug 26;60(8):1448-1456 [FREE Full text] [doi:
10.1111/j.1532-5415.2012.04077.x] [Medline: 22734792]

10. Rubenstein LZ. Falls in older people: epidemiology, risk factors and strategies for prevention. Age Ageing 2006 Sep;35
Suppl 2:ii37-ii41 [FREE Full text] [doi: 10.1093/ageing/afl084] [Medline: 16926202]

JMIR Res Protoc 2022 | vol. 11 | iss. 9 | e40243 | p. 11https://www.researchprotocols.org/2022/9/e40243
(page number not for citation purposes)

Seth et alJMIR RESEARCH PROTOCOLS

XSL•FO
RenderX

https://jmir.org/api/download?alt_name=resprot_v11i9e40243_app1.pdf&filename=c2c5fd82326c5a24fcc46c0643975197.pdf
https://jmir.org/api/download?alt_name=resprot_v11i9e40243_app1.pdf&filename=c2c5fd82326c5a24fcc46c0643975197.pdf
https://www.mdpi.com/resolver?pii=diagnostics11040607
http://dx.doi.org/10.3390/diagnostics11040607
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=33805471&dopt=Abstract
https://www.mdpi.com/resolver?pii=s20247353
https://www.mdpi.com/resolver?pii=s20247353
http://dx.doi.org/10.3390/s20247353
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=33371514&dopt=Abstract
https://www.mdpi.com/resolver?pii=ijerph18020813
http://dx.doi.org/10.3390/ijerph18020813
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=33477887&dopt=Abstract
http://dx.doi.org/10.1164/rccm.201504-0781OC
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=26414292&dopt=Abstract
https://linkinghub.elsevier.com/retrieve/pii/S0735-1097(19)37928-8
http://dx.doi.org/10.1016/j.jacc.2019.10.009
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=31727292&dopt=Abstract
http://dx.doi.org/10.1016/S1474-4422(21)00252-0
https://ccforum.biomedcentral.com/articles/10.1186/s13054-019-2528-0
https://ccforum.biomedcentral.com/articles/10.1186/s13054-019-2528-0
http://dx.doi.org/10.1186/s13054-019-2528-0
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=31269976&dopt=Abstract
https://ec.europa.eu/info/sites/info/files/demography_report_2020_n.pdf
https://ec.europa.eu/info/sites/info/files/demography_report_2020_n.pdf
https://europepmc.org/abstract/MED/22734792
http://dx.doi.org/10.1111/j.1532-5415.2012.04077.x
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=22734792&dopt=Abstract
http://ageing.oxfordjournals.org/cgi/pmidlookup?view=long&pmid=16926202
http://dx.doi.org/10.1093/ageing/afl084
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=16926202&dopt=Abstract
http://www.w3.org/Style/XSL
http://www.renderx.com/


11. Maresova P, Javanmardi E, Barakovic S, Barakovic Husic J, Tomsone S, Krejcar O, et al. Consequences of chronic diseases
and other limitations associated with old age - a scoping review. BMC Public Health 2019 Nov 01;19(1):1431 [FREE Full
text] [doi: 10.1186/s12889-019-7762-5] [Medline: 31675997]

12. Kalache A, Fu D, Yoshida S, Al-Faisal W, Beattie L, Chodzko-Zajko W, et al. World Health Organisation Global Report
on Falls Prevention in Older Age. Geneva, Switzerland: World Health Organization; 2007.

13. Florence CS, Bergen G, Atherly A, Burns E, Stevens J, Drake C. Medical costs of fatal and nonfatal falls in older adults.
J Am Geriatr Soc 2018 Apr 07;66(4):693-698 [FREE Full text] [doi: 10.1111/jgs.15304] [Medline: 29512120]

14. Feigin VL, Brainin M, Norrving B, Martins S, Sacco RL, Hacke W, et al. World Stroke Organization (WSO): Global Stroke
Fact Sheet 2022. Int J Stroke 2022 Jan 05;17(1):18-29. [doi: 10.1177/17474930211065917] [Medline: 34986727]

15. World Population Ageing 2019: Highlights. New York, NY: United Nations; 2019.
16. Li L, Du T, Hu Y. The effect of population aging on healthcare expenditure from a healthcare demand perspective among

different age groups: evidence from Beijing city in the People’s Republic of China. RMHP 2020 Aug;Volume 13:1403-1412.
[doi: 10.2147/rmhp.s271289]

17. Ortaliza J, McGough M, Wager E, Claxton G, Amin K. How do health expenditures vary across the population? Peterson-KFF
Health System Tracker. 2021 Nov 12. URL: https://www.healthsystemtracker.org/chart-collection/
health-expenditures-vary-across-population/#item-start [accessed 2022-02-11]

18. Elderly care in Sweden: Sweden’s elderly care system aims to help people live independent lives. Sweden. URL: https:/
/sweden.se/life/society/elderly-care-in-sweden [accessed 2022-09-16]

19. Cristea M, Noja GG, Stefea P, Sala AL. The impact of population aging and public health support on EU labor markets.
Int J Environ Res Public Health 2020 Feb 24;17(4):1439 [FREE Full text] [doi: 10.3390/ijerph17041439] [Medline:
32102277]

20. Peckham A, Carbone S, Poole M, Allin S, Marchildon G. Care Closer to Home: Elements of High Performing Home and
Community Healthcare Services. Toronto, ON: North American Observatory on Health Systems and Policies; 2019.

21. Naresh VS, Pericherla SS, Sita Rama Murty P, Reddi S. Internet of Things in Healthcare: Architecture, Applications,
Challenges, and Solutions. Norcross, GA: Tech Science Press; Nov 06, 2020.

22. Abdmeziem R, Tandjaoui D. Internet of Things: concept, building blocks, applications and challenges. arXiv. Preprint
posted online Jan 2, 2014 [FREE Full text]

23. Sethi P, Sarangi SR. Internet of Things: architectures, protocols, and applications. J Electr Comput Eng 2017;2017:1-25.
[doi: 10.1155/2017/9324035]

24. Mazurek P, Wagner J, Mi kina A, Morawski Z R. Fusion of measurement data from impulse-radar sensors and depth sensors
when applied for patients monitoring. 2017 Jul 31 Presented at: 2017 IEEE International Conference on Computational
Intelligence and Virtual Environments for Measurement Systems and Applications (CIVEMSA); June 26; Annecy, France.

25. Thomé B, Dykes A, Hallberg IR. Home care with regard to definition, care recipients, content and outcome: systematic
literature review. J Clin Nurs 2003 Nov;12(6):860-872. [doi: 10.1046/j.1365-2702.2003.00803.x] [Medline: 14632979]

26. Definition of pre-hospital healthcare – 300.1. Morrison Hospital. 2016 Sep 01. URL: https://www.morrishospital.org/
wp-content/uploads/2019/01/Definition-of-Pre-Hospital-Healthcare.pdf [accessed 2022-03-22]

27. S Rubí JN, L Gondim PR. IoMT platform for pervasive healthcare data aggregation, processing, and sharing based on
OneM2M and OpenEHR. Sensors (Basel) 2019 Oct 03;19(19):4283 [FREE Full text] [doi: 10.3390/s19194283] [Medline:
31623304]

28. Kang D, Cho K, Kwon O, Kwon J, Jeon K, Park H, et al. Artificial intelligence algorithm to predict the need for critical
care in prehospital emergency medical services. Scand J Trauma Resusc Emerg Med 2020 Mar 04;28(1):17 [FREE Full
text] [doi: 10.1186/s13049-020-0713-4] [Medline: 32131867]

29. Ren L, Peng Y. Research of fall detection and fall prevention technologies: a systematic review. IEEE Access
2019;7:77702-77722. [doi: 10.1109/access.2019.2922708]

30. Kong X, Meng L, Tomiyama H. Fall detection for elderly persons using a depth camera. 2017 Presented at: 2017 International
Conference on Advanced Mechatronic Systems (ICAMechS); Dec 6-9; Xiamen, China p. 269-273. [doi:
10.1109/ICAMechS.2017.8316483]

31. Queralta P J, Gia T N, Tenhunen H, Westerlund T. Edge-AI in LoRa-based health monitoring: fall detection system with
fog computing and LSTM recurrent neural networks. New York: IEEE; 2019 Presented at: 42nd International Conference
on Telecommunications and Signal Processing; July 3-5; Budapest, Hungary p. 601-604. [doi: 10.1109/tsp.2019.8768883]

32. Gupta B, Quamara M. An overview of Internet of Things (IoT): Architectural aspects, challenges, and protocols. Concurrency
Computat Pract Exper 2020;32(21). [doi: 10.1002/cpe.4946]

33. Catarinucci L, de Donno D, Mainetti L, Palano L, Patrono L, Stefanizzi ML, et al. An IoT-aware architecture for smart
healthcare systems. IEEE Internet Things Journal 2015 Dec;2(6):515-526. [doi: 10.1109/jiot.2015.2417684]

34. Sreenivasan M, Chacko AM. A case for semantic annotation of EHR. 2020 Presented at: IEEE 44th Annual Computers,
Software, and Applications Conference (COMPSAC); July 13-17; Madrid, Spain p. 1363-1367. [doi:
10.1109/COMPSAC48688.2020.00-66]

JMIR Res Protoc 2022 | vol. 11 | iss. 9 | e40243 | p. 12https://www.researchprotocols.org/2022/9/e40243
(page number not for citation purposes)

Seth et alJMIR RESEARCH PROTOCOLS

XSL•FO
RenderX

https://bmcpublichealth.biomedcentral.com/articles/10.1186/s12889-019-7762-5
https://bmcpublichealth.biomedcentral.com/articles/10.1186/s12889-019-7762-5
http://dx.doi.org/10.1186/s12889-019-7762-5
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=31675997&dopt=Abstract
https://europepmc.org/abstract/MED/29512120
http://dx.doi.org/10.1111/jgs.15304
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=29512120&dopt=Abstract
http://dx.doi.org/10.1177/17474930211065917
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=34986727&dopt=Abstract
http://dx.doi.org/10.2147/rmhp.s271289
https://www.healthsystemtracker.org/chart-collection/health-expenditures-vary-across-population/#item-start
https://www.healthsystemtracker.org/chart-collection/health-expenditures-vary-across-population/#item-start
https://sweden.se/life/society/elderly-care-in-sweden
https://sweden.se/life/society/elderly-care-in-sweden
https://www.mdpi.com/resolver?pii=ijerph17041439
http://dx.doi.org/10.3390/ijerph17041439
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=32102277&dopt=Abstract
http://arxiv.org/abs/1401.6877
http://dx.doi.org/10.1155/2017/9324035
http://dx.doi.org/10.1046/j.1365-2702.2003.00803.x
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=14632979&dopt=Abstract
https://www.morrishospital.org/wp-content/uploads/2019/01/Definition-of-Pre-Hospital-Healthcare.pdf
https://www.morrishospital.org/wp-content/uploads/2019/01/Definition-of-Pre-Hospital-Healthcare.pdf
https://www.mdpi.com/resolver?pii=s19194283
http://dx.doi.org/10.3390/s19194283
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=31623304&dopt=Abstract
https://sjtrem.biomedcentral.com/articles/10.1186/s13049-020-0713-4
https://sjtrem.biomedcentral.com/articles/10.1186/s13049-020-0713-4
http://dx.doi.org/10.1186/s13049-020-0713-4
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=32131867&dopt=Abstract
http://dx.doi.org/10.1109/access.2019.2922708
http://dx.doi.org/10.1109/ICAMechS.2017.8316483
http://dx.doi.org/10.1109/tsp.2019.8768883
http://dx.doi.org/10.1002/cpe.4946
http://dx.doi.org/10.1109/jiot.2015.2417684
http://dx.doi.org/10.1109/COMPSAC48688.2020.00-66
http://www.w3.org/Style/XSL
http://www.renderx.com/


35. Min L, Tian Q, Lu X, An J, Duan H. An openEHR based approach to improve the semantic interoperability of clinical data
registry. BMC Med Inform Decis Mak 2018 Mar 22;18(Suppl 1):15 [FREE Full text] [doi: 10.1186/s12911-018-0596-8]
[Medline: 29589572]

36. Strassner J, Diab W W. A semantic interoperability architecture for Internet of Things data sharing and computing. 2016
Presented at: 2016 IEEE 3rd World Forum on Internet of Things (WF-IoT); Dec 12-14; Reston, VA p. 609-614. [doi:
10.1109/WF-IoT.2016.7845422]

37. Bahga A, Madisetti VK. A cloud-based approach for interoperable electronic health records (EHRs). IEEE J Biomed Health
Inform 2013 Sep;17(5):894-906. [doi: 10.1109/JBHI.2013.2257818] [Medline: 25055368]

38. Fleming J, Brayne C. Inability to get up after falling, subsequent time on floor, and summoning help: prospective cohort
study in people over 90. BMJ 2008 Nov 17;337:a2227 [FREE Full text] [doi: 10.1136/bmj.a2227] [Medline: 19015185]

39. Fallprevention – en kostnadseffektiv åtgärd? Hälsoekonomiska beräkningar av fallpreventiva åtgärder för äldre.
Socialstyrelsen. 2022. URL: https://www.socialstyrelsen.se/globalassets/sharepoint-dokument/artikelkatalog/ovrigt/
2022-5-7923.pdf [accessed 2022-04-01]

40. Tolk A, Diallo SY, Padilla JJ, Herencia-Zapana H. Model theoretic implications for agent languages in support of
interoperability and composability. 2011 Presented at: 2011 Winter Simulation Conference (WSC); Dec 11-14; Phoenix,
AZ p. 309-320. [doi: 10.1109/wsc.2011.6147759]

41. Roehrs A, da Costa CA, Righi RDR, Rigo SJ, Wichman MH. Toward a model for personal health record interoperability.
IEEE J Biomed Health Inform 2019 Mar;23(2):867-873. [doi: 10.1109/JBHI.2018.2836138] [Medline: 29993759]

42. Noura M, Atiquzzaman M, Gaedke M. Interoperability in Internet of Things: taxonomies and open challenges. Mobile
Netw Appl 2018 Jul 21;24(3):796-809. [doi: 10.1007/s11036-018-1089-9]

43. Akpovi A. O, Seun E, A. O. A, F. Y. O. Introduction to Software Defined Networks (SDN). IJAIS 2016 Dec 06;11(7):10-14.
[doi: 10.5120/ijais2016451623]

44. Ja'afreh MA, Adhami H, Alchalabi AE, Hoda M, El Saddik A. Toward integrating software defined networks with the
Internet of Things: a review. Cluster Comput 2022;25(3):1619-1636 [FREE Full text] [doi: 10.1007/s10586-021-03402-4]
[Medline: 34512120]

45. Yi S, Hao Z, Qin Z, Li Q. Fog computing: platform and applications. 2015 Presented at: Third IEEE Workshop on Hot
Topics in Web Systems and Technologies (HotWeb); Nov 12; Washington, DC p. 73-78. [doi: 10.1109/HotWeb.2015.22]

46. Badidi E, Moumane K. Enhancing the processing of healthcare data streams using fog computing. 2019 Presented at: 2019
IEEE Symposium on Computers and Communications (ISCC); July 29; Barcelona, Spain p. 1113-1118. [doi:
10.1109/iscc47284.2019.8969736]

47. Kurose JF. In: Ross KW, editor. Computer Networking: a Top-Down Approach. London, UK: Pearson Education, Inc;
2016.

48. Takatou K, Shinomiya N. IoT-based real-time monitoring system for fall detection of the elderly with passive RFID sensor
tags. 2020 Presented at: 2020 35th International Technical Conference on Circuits/Systems, Computers and Communications
(ITC-CSCC); June 3; Nagoya, Japan p. 193-196.

49. Rachakonda L, Mohanty SP, Kougianos E. Good-Eye: a device for automatic prediction and detection of elderly falls in
smart homes. 2020 Presented at: 2020 IEEE International Symposium on Smart Electronic Systems (iSES) (Formerly iNiS);
Dec 14; Chennai, India p. 202-203. [doi: 10.1109/ises50453.2020.00051]

50. Kommey B, Opoku D, Kotey SD. Patient Medical Emergency Alert System. New York, NY: Foundation of Computer
Science; 2018.

51. Vandenberk T, Storms V, Lanssens D, De Cannière H, Smeets CJ, Thijs IM, et al. A vendor-independent mobile health
monitoring platform for digital health studies: development and usability study. JMIR Mhealth Uhealth 2019 Oct
29;7(10):e12586 [FREE Full text] [doi: 10.2196/12586] [Medline: 31663862]

52. Kramp T, van Kranenburg R, Lange S. Introduction to the Internet of Things. In: Enabling Things to Talk: Designing IoT
solutions with the IoT Architectural Reference Model. London, UK: SpringerOpen; 2013:1-13.

53. Dam QB, Nguyen LT, Nguyen ST, Vu NH, Pham C. e-Breath: breath detection and monitoring using frequency cepstral
feature fusion. 2019 Presented at: 2019 International Conference on Multimedia Analysis and Pattern Recognition (MAPR);
May 9; Ho Chi Minh City, Vietnam. [doi: 10.1109/MAPR.2019.8743533]

54. Jaleel A, Mahmood T, Hassan MA, Bano G, Khurshid SK. Towards medical data interoperability through collaboration of
healthcare devices. IEEE Access 2020;8:132302-132319. [doi: 10.1109/access.2020.3009783]

55. Abdelouahid RA, Oqaidi M, Marzak A. Towards to a new IoT interoperability architecture. 2018 Presented at: 2018 IEEE
International Conference on Technology Management, Operations and Decisions (ICTMOD); Nov 21; Marrakech, Morocco
p. 148-154. [doi: 10.1109/ITMC.2018.8691216]

56. Garai Á, Adamkó A. Comprehensive healthcare interoperability framework integrating telemedicine consumer electronics
with cloud architecture. 2017 Presented at: 2017 IEEE 15th International Symposium on Applied Machine Intelligence and
Informatics (SAMI); Jan 26; Herl'any, Slovakia p. 411-416. [doi: 10.1109/SAMI.2017.7880344]

57. Tayur VM, Suchithra R. Review of interoperability approaches in application layer of Internet of Things. New York; 2017
Presented at: 2017 International Conference on Innovative Mechanisms for Industry Applications (ICIMIA); Feb 21-23;
Bengaluru, India p. 322-326. [doi: 10.1109/ICIMIA.2017.7975628]

JMIR Res Protoc 2022 | vol. 11 | iss. 9 | e40243 | p. 13https://www.researchprotocols.org/2022/9/e40243
(page number not for citation purposes)

Seth et alJMIR RESEARCH PROTOCOLS

XSL•FO
RenderX

https://bmcmedinformdecismak.biomedcentral.com/articles/10.1186/s12911-018-0596-8
http://dx.doi.org/10.1186/s12911-018-0596-8
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=29589572&dopt=Abstract
http://dx.doi.org/10.1109/WF-IoT.2016.7845422
http://dx.doi.org/10.1109/JBHI.2013.2257818
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=25055368&dopt=Abstract
https://europepmc.org/abstract/MED/19015185
http://dx.doi.org/10.1136/bmj.a2227
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=19015185&dopt=Abstract
https://www.socialstyrelsen.se/globalassets/sharepoint-dokument/artikelkatalog/ovrigt/2022-5-7923.pdf
https://www.socialstyrelsen.se/globalassets/sharepoint-dokument/artikelkatalog/ovrigt/2022-5-7923.pdf
http://dx.doi.org/10.1109/wsc.2011.6147759
http://dx.doi.org/10.1109/JBHI.2018.2836138
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=29993759&dopt=Abstract
http://dx.doi.org/10.1007/s11036-018-1089-9
http://dx.doi.org/10.5120/ijais2016451623
https://europepmc.org/abstract/MED/34512120
http://dx.doi.org/10.1007/s10586-021-03402-4
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=34512120&dopt=Abstract
http://dx.doi.org/10.1109/HotWeb.2015.22
http://dx.doi.org/10.1109/iscc47284.2019.8969736
http://dx.doi.org/10.1109/ises50453.2020.00051
https://mhealth.jmir.org/2019/10/e12586/
http://dx.doi.org/10.2196/12586
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=31663862&dopt=Abstract
http://dx.doi.org/10.1109/MAPR.2019.8743533
http://dx.doi.org/10.1109/access.2020.3009783
http://dx.doi.org/10.1109/ITMC.2018.8691216
http://dx.doi.org/10.1109/SAMI.2017.7880344
http://dx.doi.org/10.1109/ICIMIA.2017.7975628
http://www.w3.org/Style/XSL
http://www.renderx.com/


58. Leite JRE, Martins PS, Ursini EL. Internet of Things: An overview of architecture, models, technologies, protocols and
applications. 2019 Presented at: 3rd Brazilian Technology Symposium; Oct 24-26; Campinas, Brazil p. 75-85. [doi:
10.1007/978-3-319-93112-8_8]

59. Arksey H, O'Malley L. Scoping studies: towards a methodological framework. Int J Soc Res Methodol 2005 Feb;8(1):19-32.
[doi: 10.1080/1364557032000119616]

60. Wohlin C. Guidelines for snowballing in systematic literature studies and a replication in software engineering. 2014
Presented at: 18th International Conference on Evaluation and Assessment in Software Engineering; May 13-14; London,
UK p. 1-10. [doi: 10.1145/2601248.2601268]

61. Kramp T, van Kranenburg R, Lange S. Introduction to the internet of things. In: Enabling things to talk: Designing IoT
solutions with the IoT architectural reference model. London, UK: Springeropen; 2013:1-13.

62. ISO 23903:2021: Health informatics — interoperability and integration reference architecture — model and framework.
International Organization for Standardization. URL: https://www.iso.org/obp/ui/#iso:std:iso:23903:ed-1:v2:en [accessed
2022-12-03]

63. Alam T. A reliable communication framework and its use in Internet of Things (Iot). Int J Sci Res Comput Sci Eng 2018
May 10;5:450-456. [doi: 10.36227/techrxiv.12657158]

64. Yang G, Jiang M, Ouyang W, Ji G, Xie H, Rahmani AM, et al. IoT-based remote pain monitoring system: from device to
cloud platform. IEEE J Biomed Health Inform 2018 Nov;22(6):1711-1719. [doi: 10.1109/jbhi.2017.2776351]

65. Luzuriaga JE, Perez M, Boronat P, Cano JC, Calafate C, Manzoni P. A comparative evaluation of AMQP and MQTT
protocols over unstable and mobile networks. 2015 Presented at: 2015 12th Annual IEEE Consumer Communications and
Networking Conference (CCNC); Jan 9; Las Vegas, NV p. 931-936. [doi: 10.1109/CCNC.2015.7158101]

66. Sadiku MNO, Tembely M, Musa SM. Fog computing: a primer. IJARCSSE 2017 Jul 30;7(7):405. [doi:
10.23956/ijarcsse.v7i7.165]

67. Nakamoto S. Bitcoin: A Peer-to-Peer Electronic Cash System. URL: https://www.ussc.gov/sites/default/files/pdf/training/
annual-national-training-seminar/2018/Emerging_Tech_Bitcoin_Crypto.pdf [accessed 2022-12-03]

68. Ouzzani M, Hammady H, Fedorowicz Z, Elmagarmid A. Rayyan-a web and mobile app for systematic reviews. Syst Rev
2016 Dec 05;5(1):210 [FREE Full text] [doi: 10.1186/s13643-016-0384-4] [Medline: 27919275]

69. Huynh J. Media review: qualitative and mixed methods data analysis Using Dedoose: a practical approach for research
across the social sciences. J Mix Methods Res 2020 Dec 08;15(2):284-286. [doi: 10.1177/1558689820977627]

70. Pham MT, Rajić A, Greig JD, Sargeant JM, Papadopoulos A, McEwen SA. A scoping review of scoping reviews: advancing
the approach and enhancing the consistency. Res Synth Methods 2014 Dec 24;5(4):371-385 [FREE Full text] [doi:
10.1002/jrsm.1123] [Medline: 26052958]

Abbreviations
AMQP: Advanced Message Queuing Protocol
APIs: application programming interfaces
ASAP: Acute Support, Assessment, and Prioritizing
CoAP: Constrained Application Protocol
EHR: electronic health record
EMS: emergency medical services
GDP: gross domestic product
IETF: Internet Engineering Task Force
IoMT: Internet of Medical Things
IoT: Internet of Things
MQTT: Message Queuing Telemetry Transport
OSI: Open Systems Interconnection
PMEAS: patient medical emergency alert system
PRISMA-P: Preferred Reporting Items for Systematic Reviews and Meta-analyses Protocols
PSAP: public safety answering point
RFID: radio frequency identification
SDN: software-defined networking
WHO: World Health Organization

JMIR Res Protoc 2022 | vol. 11 | iss. 9 | e40243 | p. 14https://www.researchprotocols.org/2022/9/e40243
(page number not for citation purposes)

Seth et alJMIR RESEARCH PROTOCOLS

XSL•FO
RenderX

http://dx.doi.org/10.1007/978-3-319-93112-8_8
http://dx.doi.org/10.1080/1364557032000119616
http://dx.doi.org/10.1145/2601248.2601268
https://www.iso.org/obp/ui/#iso:std:iso:23903:ed-1:v2:en
http://dx.doi.org/10.36227/techrxiv.12657158
http://dx.doi.org/10.1109/jbhi.2017.2776351
http://dx.doi.org/10.1109/CCNC.2015.7158101
http://dx.doi.org/10.23956/ijarcsse.v7i7.165
https://www.ussc.gov/sites/default/files/pdf/training/annual-national-training-seminar/2018/Emerging_Tech_Bitcoin_Crypto.pdf
https://www.ussc.gov/sites/default/files/pdf/training/annual-national-training-seminar/2018/Emerging_Tech_Bitcoin_Crypto.pdf
https://systematicreviewsjournal.biomedcentral.com/articles/10.1186/s13643-016-0384-4
http://dx.doi.org/10.1186/s13643-016-0384-4
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=27919275&dopt=Abstract
http://dx.doi.org/10.1177/1558689820977627
https://europepmc.org/abstract/MED/26052958
http://dx.doi.org/10.1002/jrsm.1123
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=26052958&dopt=Abstract
http://www.w3.org/Style/XSL
http://www.renderx.com/


Edited by T Leung; submitted 12.06.22; peer-reviewed by R Rastmanesh, S Pandey; comments to author 18.08.22; revised version
received 25.08.22; accepted 30.08.22; published 20.09.22

Please cite as:
Seth M, Jalo H, Högstedt Å, Medin O, Björner U, Sjöqvist BA, Candefjord S
Technologies for Interoperable Internet of Medical Things Platforms to Manage Medical Emergencies in Home and Prehospital Care:
Protocol for a Scoping Review
JMIR Res Protoc 2022;11(9):e40243
URL: https://www.researchprotocols.org/2022/9/e40243
doi: 10.2196/40243
PMID:

©Mattias Seth, Hoor Jalo, Åsa Högstedt, Otto Medin, Ulrica Björner, Bengt Arne Sjöqvist, Stefan Candefjord. Originally published
in JMIR Research Protocols (https://www.researchprotocols.org), 20.09.2022. This is an open-access article distributed under
the terms of the Creative Commons Attribution License (https://creativecommons.org/licenses/by/4.0/), which permits unrestricted
use, distribution, and reproduction in any medium, provided the original work, first published in JMIR Research Protocols, is
properly cited. The complete bibliographic information, a link to the original publication on https://www.researchprotocols.org,
as well as this copyright and license information must be included.

JMIR Res Protoc 2022 | vol. 11 | iss. 9 | e40243 | p. 15https://www.researchprotocols.org/2022/9/e40243
(page number not for citation purposes)

Seth et alJMIR RESEARCH PROTOCOLS

XSL•FO
RenderX

https://www.researchprotocols.org/2022/9/e40243
http://dx.doi.org/10.2196/40243
http://www.ncbi.nlm.nih.gov/entrez/query.fcgi?cmd=Retrieve&db=PubMed&list_uids=&dopt=Abstract
http://www.w3.org/Style/XSL
http://www.renderx.com/

