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Abstract

Background: While the advantages of using the internet and social media for research recruitment are well documented, the
evolving online environment also enhances motivations for misrepresentation to receive incentives or to “troll” research studies.
Such fraudulent assaults can compromise dataintegrity, with substantial lossesin project time; money; and especially for vulnerable
populations, research trust. With the rapid advent of new technology and ever-evolving social media platforms, it has become
easier for misrepresentation to occur within online data collection. This perpetuation can occur by bots or individuals with
malintent, but careful planning can help aid in filtering out fraudulent data.

Objective: Using an example with urban American Indian and Alaska Native young women, this paper aims to describe PRIOR
(Protocol for Increasing Data Integrity in Online Research), which is a 2-step integration protocol for combating fraudulent
participation in online survey research.

Methods: From February 2019 to August 2020, we recruited participants for formative research preparatory to an online
randomized control trial of a preconceptual health program. First, we described our initial protocol for preventing fraudulent
participation, which proved to be unsuccessful. Then, we described modifications we made in May 2020 to improve the protocol
performance and the creation of PRIOR. Changesincluded transferring data collection platforms, collecting embedded geospatial
variables, enabling timing features within the screening survey, creating URL linksfor each method or platform of datacollection,
and manually confirming potentially eligible participants’ identifying information.

Results: Before theimplementation of PRIOR, the project experienced substantial fraudulent attempts at study enrollment, with
lessthan 1% (n=6) of 1300 screened participants being identified astruly eigible. With the modified protocol, of the 461 individuals
who completed a screening survey, 381 did not meet the eligibility criteria assessed on the survey. Of the 80 that did, 25 (31%)
were identified as ineligible via PRIOR. A total of 55 (69%) were identified as eligible and verified in the protocol and were
enrolled in the formative study.

Conclusions:  Fraudulent surveys compromise study integrity, validity of the data, and trust among participant populations.
They also deplete scarce research resources including respondent compensation and personnel time. Our approach of PRIOR to
prevent online misrepresentation in data was successful. This paper reviews key elements regarding fraudul ent data participation
in online research and demonstrates why enhanced protocols to prevent fraudulent data collection are crucia for building trust
with vulnerable popul ations.
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Introduction

Research related to health, heath behavior, and risk and
protective factorsthat influence health behavior has proliferated
online since the late 20th and early 21st century. In an era
dubbed “Web 1.0,” content on the world wide web or internet
waslargely static [1], promoting material that was unidirectional
on awebsite or landing page. Researchers interested in using
theinternet to recruit participants were at the vanguard of efforts
that focused on documenting behaviors and risk and protective
factors such as smoking [2], physical activity [3], sexual health
[4], reproductive health [5], substance use [ 6], and mental health
[7]. Thereare aso multiple examples of effortsusing theinternet
to recruit participants in intervention research to facilitate
improvements in health behavior and factors that influence
health behavior [8-11].

In the earliest examples of internet-based research recruitment,
researchers noted the advantages of the medium reflected inthe
ability to increase recruitment efficiency, with the promise of
enrolling larger samples in a shorter time frame [12].
Additionaly, researchers noted that the internet offered
opportunities to reach hidden, marginalized, or stigmatized
groups [13], such as men who have sex with men at elevated
risk for HIV [14] and substance users[15]. The rapid advent of
a“Web 2.0” environment online[16], where users could engage
with content on websites and generate their own content, was
followed quickly by the earliest social media platforms, such
as MySpace and Facebook, in thefirst decade of the 21st century
[17], which alowed users to share content with each other.
Efforts to use these platforms for recruitment ensued, with
researchers subsequently citing similar enrollment fraud
challenges with these new modalities, mirroring those
experienced with Web 1.0 and Web 2.0[12,18-21]. The ongoing
pace of change in technology and the continual introduction of
new platforms, such as Twitter, Snapchat, TikTok, Threads,
and Reddit, have amplified recruitment and enrollment
challenges [22,23]. Certainly, the opportunity for potential
research participants to misrepresent themselves is not
something necessarily unique to the internet and social media
[24]; however, the quickly evolving online environment may
offer new or enhanced motivations for misrepresentation to
obtain an incentive or multiple incentives [25,26] or to
deliberately mislead or “troll” researchers [27,28]. Such cases
degrade the integrity of the study, erode data integrity,
compromise scientific inquiry, and raise difficult ethical
questions regarding confidence in results, which in turn may
foster distrust and suspicion among truly eligible participants
[29-31].
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No doubt fostered by the surge in online research during the
COVID-19 pandemic, severa researchers have recently
described methodsfor ng fraudulent enrollment [32-35],
primarily aimed at postdata collection analysis and algorithms
for determining the likelihood of fraud and case exclusion. In
this paper, we contribute to this emerging body of research by
describing our strategiesfor detecting and addressing fraud prior
to data collection. We present an example from the recruitment
of urban American Indian and Alaska Native young women for
the formative research phase of a preconceptual health study.
Preventing fraudulent data in this context is particularly
important. American Indian and Alaska Native communities
are often suspicious of and resistant to engagement with research
dueto along history of exploitative research practices[36-38].
Indeed, this research exploitation unfolded within the context
of centuries of genocidal and assimilationist federal policies
designed to destroy American Indian and AlaskaNative peoples
and their cultures. Theresultant generational grief, exacerbated
by unscrupulous research practices, has deepened the mistrust
of research among both urban- and reservation-based American
Indian and Alaska Native communities. This suspicion is a
strong call to researchersto rebuild trust [37,39]. Ensuring data
authenticity can play acrucial rolein helping to bridge thistrust
between the researcher and the community.

One assimilationist policy, the Indian Relocation Act of 1956,
was intended to move American Indian and Alaska Native
individual s off reservation lands, out of sovereign Tribal nations,
and into urban areas. Theresult was aconcentration of American
Indian and Alaska Native individuals in some major US cities,
among them Chicago, Los Angeles, Minneapalis, Denver,
Phoenix, and Seattle, with gradual spread into suburban and
exurban developments in many metropolitan areas. American
Indian and AlaskaNativeindividualsliving in urban areas—now
over 70% of the American Indian and Alaska Native population
[40]—do not typicaly live clustered in neighborhoods. In
addition, they are not homogeneous but rather represent rich
and diverse cultural backgroundsfrom their home communities.
This dispersion and diversity renders traditional recruitment
methodol ogies ineffective and costly, and thus urban American
Indian and Alaska Native individuals have been largely ignored
in prior research [41,42]. Yet health disparities are stark and
persistent [43-46], with still a sparse research base to inform
prevention and treatment [47].

Using theinternet and social mediafor the recruitment of urban
American Indian and AlaskaNativeindividuals can providethe
opportunity for a broad reach, especially with the growing use
of virtual or online engagement via mobile phones [48].
However, using such methodologies could be particularly
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harmful to American Indian and Alaska Native populations
because of therisk of fraudulent cases, as described above. This
paper describes the development and integration of Protocol
for Increasing Data Integrity in Online Research (PRIOR), which
is our 2-step method for preventing fraudulent cases in the
recruitment of urban American Indian and AlaskaNative young
women across multiple internet and social media platformsin
our effort to build trust and foreground authentic American
Indian and Alaska Native voices in research.

Methods

Study Design

We used social media posts and boosted ads plus email flyers
to recruit participants nationally for the formative phase of a
virtual randomized control trial (RCT), that is, a study design
in which recruitment, data collection, and intervention
implementation would be administered fully remote through
technology. The RCT was designed to test the effectiveness of
a culturaly tailored mobile hedth app to prevent
alcohol-exposed pregnancy risk among urban American Indian
and Alaska Native young women (for details regarding the
overal project, see Kaufman et a [49]). We recruited
participants for this formative study from February 2019 to
August 2020. Finally, the authorship team did not use any
generative artificia intelligence in the development of this
research protocol nor in the parent RCT study.

Ethical Considerations

The procedures associated with this study and the RCT,
including ethical approval and oversight, have been approved
by the Colorado Multiple Institutiona Review Board
(#18-0574). Additionally, a data safety monitoring board was
created to review all protocols associated with the RCT, while
also providing oversight on data collection and analyses and
theinterpretation of results[39]. Informed consent was obtained
fromall participants, and aUS $50 Amazon gift card wasissued
as compensation for their time. All collected data within this
protocol was analyzed for legitimacy and then deidentified for
participation in the project. Details about the process are
described below.

Participants

To meet eligibility criteriafor this formative work, participants
had to be female at birth; aged 16-20 years; self-identify as
American Indian or Alaska Native; reside within the United
States; not live on an American Indian and Alaska Native
reservation or village; reside in a city with a population of
50,000 or more; and not be pregnant. Those living in Alaska
were excluded since approval for research had not yet been
obtained from the relevant research review board.

Procedures

We used online survey tools to create an eligibility screener.
Recruitment ads containing a link to the screener were shared
through comprehensive recruitment methodsincluding in-person
events and online through email listserves and on social media
platforms such as Facebook and Instagram. When in-person
events were halted due to the COVID-19 pandemic, all
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recruitment methods were moved to online platforms. All ads
indicated eligible respondents would receive payment.

Fraud Prevention Integration to Procedures

The screener survey was initially programmed in REDCap
(Research Electronic Data Capture; Vanderbilt University) [50],
which is a secure web application for building and managing
online surveys and databases. Understanding the potential for
fraudulent responses, we followed common security guidance
[18,51,52] and used reCAPTCHA, atest to distinguish humans
from “bots,” or automated algorithms impersonating human
engagement [53]. However, despite these security efforts, the
screener linkswereinundated with over 500 fraudulent screener
survey responses within 48 hours of launch. Fraudulent
responses were quickly identifiable to the research team when
the following were identified through analysis of the raw data:
(1) continued incorrect responses to survey questions (eg,
providing thefirst and last name as aresponse to “What is your
first name?"); (2) multiple eligible repeated responses from the
sametown or city; and (3) evidence of trial-and-error responses
to eventually achieve eligibility—for example, multiple records
with the same contact information, but each record showing
incrementally “correct” responses. Additionally, we noticed
many of the fraudul ent dataresponses originated from 1 specific
recruitment link—Facebook. As soon asthisfraudulent activity
was detected, we disabled all original links to our screener
survey and redistributed recruitment flyerswith new links. Even
though not al of the recruitment links contained fraudulent data
responses, the research team made the difficult decision to
redistribute al new links as a precautionary measure. till,
within 2 weeks, we received an additional 1300 fraudulent hits;
the research team was only able to discern that 6 participants
(0.46% of total responses) were deemed | egitimate participants
based on self-report. Thelinkswere again closed and thistime,
recruitment efforts were paused to alow time for the
development of a more robust protocol to detect and prevent
fraudulent attempts at study enrollment.

Development and I mplementation of PRIOR

Subsequently, we developed a 2-step integration verification
protocol known as PRIOR. Thefirst step included the addition
of four electronic protectionsto assist in limiting fraudulent hits
to the screener as follows: (1) The screener survey was moved
to Qualtrics[54] to take advantage of itsrobust security features,
including the option to require a password for survey access or
protect against bots using reCAPTCHA. (2) Embedded data
points were created to assist in determining fraud. Embedded
data points are information automatically collected via survey
software from a participant’s device, such as|P address, | atitude
and longitude, duration (in seconds) of survey use, browser
type, and browser version. (3) Timing features were enabled
within the survey instrument. This allowed us to require
participants to spend a certain amount of time on each screen
prior to advancing to the next screen of questions, thus
preventing “bots’ or program codes from advancing through
the survey. (4) Unique URL linkswere created for each method
of recruitment such as each separate social media platform and
email.
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The second step involved manual verification by phone with
prospective participants deemed tentatively eligible based on
their screener survey responses. Our phone verification process
required tentatively eligible participantsto speak by phonewith
a project team member who asked questions to verify the
participant’s €eligibility by confirming specific identity
information. In the following, we describe each of these steps
and their elements in more detail.

Step 1: Actionsto Electronically Detect Fraud

Qualtrics Security Features

The antifraudulent features unique to Qualtrics were key to the
effectiveness of our new protocol. We first transferred the
screener survey to Qualtrics to enable the “prevent ballot box
stuffing” feature in addition to reCAPTCHA. The “ballot box
stuffing” optionin Qualtricsis unique and considered acritical
element in mitigating fraud within research [18]. With this
feature activated, Qualtrics places a unique browser cookie
“marking” the participant’s previous participation within the
survey to prevent duplicate entries in the data [55], which in
our case, would mitigate trial-and-error attempts to achieve
digibility, aswell asmultiplefraudulently eligible participants.

Geolocation and Embedded Data

Three individual embedded data points—IP address, latitude,
and longitude—were used to assess geolocation, as
recommended by Ballard et al [18] as a key tool in assisting
with mitigating fraud in research. Globally, IP addresses are
used to identify specific devices on specific networks, essentially
being a unique form of identification in the online sphere [51].
IP addresses in combination with latitude and longitude
comparisons create a single variable of geolocation, a critical
step as IP addresses have documented inaccuracies as a
stand-alone indicator for detecting duplicate responses [56].
This element of fraud prevention is imperfect in cases of
legitimately eligibleindividual sresiding in the same household,
as devices connected to the same virtual private network will
all havethe same | P addresses[52]. However, geol ocation works
more efficiently in tandem with other key embedded data points
such asthe“Deviceldentifier” features housed within Qualtrics.
This feature enables researchers to collect extra information
about the device the participant used, if needed, and attach it to
the individual participant's data [55]. After assessing
geolocation, this feature allowed us to compare similaritiesin
“suspicious’ cases that appeared fraudulent. This information
allowed for adeeper look into the specific circumstances under
which the survey was conducted, such as browser-specific
information, for example, Google Chrome or Firefox, and the
version of the browser used by the participant; and the type of
device being used, for example, Android or Apple.

Although these 2 types of variables, geolocation and embedded
data points, are separate entities within Qualtrics, they were
examined collectively to discern potential fraud. Thiscollective
integration occurred in severa ways. First, we compared
respondent-provided location to geolocation. If the locations
differed, the response was flagged as “ potentially fraudulent.”
Second, device identifiers were examined to determineiif there
were any cases with several identical responses across
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respondents with the same browser and browser version. If any
of the cases had repeated similar responses, they were flagged
as “potentially fraudulent.” All other participants without any
sign of potentially fraudulent data were categorized as
tentatively eligible.

Embedding Timing on Survey |tems

We also integrated timing elements into the screener survey.
The presence of a“timing” question allows Qualtrics to track
the time (in seconds) spent on each page to give the researcher
a timestamp variable. This feature also prevents participants
from “advancing” within the survey until a certain time has
passed [55]. The decision to implement timing on questions
within the survey was based on the aforementioned fraudulent
data responses the research team received. That is, fraudulent
responses were extremely rapid responses that only abot could
provide. To permit timing, we separated screener questionsinto
3 separate blocks (ie, mobile pages) meaning the eligibility
questions did not appear al together but instead on different
mobile pages. Doing so allowed the participantsto only be able
to advance to the next screen after at least 5 seconds had passed
and autoadvancing after 60 seconds. The autoadvance feature
wasincluded to prevent individuals from memorizing questions
and responses and from multiple attemptsto respond “ correctly.”

Unique Recruitment URLS

Unique recruitment screener survey linkswere created for each
separate method of recruitment. More specifically, we created
a different link for each of the electronic recruiting methods,
such as Facebook, Instagram, and other social mediaplatforms,
and we also created individual links for in-person recruitment
flyersand for electronic postings vialistserves or through email.
Creating method-specific recruitment links all owed the research
team to “close” alink if rounds of fraudulent responses were
occurring without missing potential participantsin other sources
of recruitment. Thiswasacritical lesson learned by the research
team during the analysis of the fraudulent data, where
approximately 87.1% of respondentsindicated they heard about
the study opportunity via Facebook. Had the protocol been in
place prior to the onset of data collection, the research team
could have isolated the issue to 1 recruitment source. Thisis
critical in ensuring no potential participants are being denied
the study opportunity on other platforms.

Step 2: Verification With Participants

Phone verification was a critical piece of our fraud prevention
protocol. Participants deemed tentatively eligible or who had
answered all eligibility questions correctly but were flagged as
potentially fraudulent via the embedded data and geolocation
were contacted by a member of the research team to ascertain
digibility through a series of questions designed to confirm true
eigibility. Participants were required to provide a contact
number in the screener survey. This number was used to contact
participants who were then asked to confirm their birth date,
city and state, email address, and how they heard about the
study. If participants responses affirmed the embedded data
points and response they provided in the screener survey, they
were enrolled in the study enrollment via an emailed consent
form for esignature; maor discrepancies resulted in
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nonenrollment. For example, 1 “potentially fraudulent”
participant, when asked about their residence by aresearch team
member, was told about varying major urban cities by another
individual in the background. This major discrepancy resulted
in nonenrollment within the study. In contrast, 1 participant
listed a major city as their place of residence, and when
contacted by a member of the research team, they named a
suburb outside of the city. This participant was not disqualified
based on this minor discrepancy.

Results

We relaunched our recruitment campaign with the enhanced
fraud protection protocol on May 11, 2020. After the
implementation of this enhanced PRIOR protocol, we had 461

Reed et &

individuals total come through the combined screener surveys
acrossall platforms (Figure 1)—433 total individualsfor social
media (Facebook, Instagram, and Twitter), and 28 individuals
for email-based recruitment. A total of 80 participants were
deemed tentatively eligible, and of these 80, atotal of 55 (69%)
participants met the inclusion criteria and were verified as
unique, and 2 participants did not complete the survey, resulting
in afina enrollment of 53 participants for the formative study.
Of the remaining 25 (31%) participants that were not eligible,
6 participants were excluded because they did not live in acity
meeting the population size criterion, and 4 participants
attempted to re-enroll in the study after receiving their
participant compensation, an action that was also flagged by
our protocol. The remaining 15 participants were identified as
fraudulent responses based on the protocol set in place.

Figure 1. Fina participant enrollment after implementation of the PRIOR (Protocol for Increasing Data Integrity in Online Research) protocol.

Email
(n=28)

Social Media
(n=433)

Total screeners
(n=461)

Automatically screened
ineligible via Qualtrics
(n=381)

|- Mon-Native

h 4

Potentially eligible
(n=80)

"1 Qutside of age range
- Reservation-based

- non-Urban status

- Pregnant

Identified via PRIOR
(n=25)
|- Duplicate IP Address

h 4

Eligible participants
(n=55)

"I~ Duplicate Geolocation
- Timing
- Prior enrollment in study

Did not complete

h 4

Final sample
(n=53)

Before the implementation of PRIOR, fraudulent hits would
beginwith thefirstinitial response well exceeding 5000 seconds
(or about 83 min), which was far too long for a short set of
screener questions, followed by several bouts of al eligible
responses completed in less than 30 seconds. After the
implementation of the enhanced fraud prevention protocol, the
research team was able to determine that, on average,
participants took 105.07 seconds to successfully complete the
screener survey’'s 9 questions.
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survey (n=2)

In thefinal sample (n=53), 4 participants were within the same
geol ocation—one set of siblingsand one set of cousinsresiding
in the same household. In these cases of family relations, only
2 individual responses had similar geolocation data points and
device identifiers. In the follow-up phone call to the potential
participants, we learned that 1 sibling informed the other of the
research opportunity. Comparatively, in cases marked as
fraudulent, there were more than 20 individual responses with
differing geolocation data points, but device identifiers, such
as browser version and operating systems, remained consistent
among these individual responses. Finaly, via the embedded
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data points, we identified some participants who did not
successfully screen into the study and tried again with different
responses to meet eligibility criteria. These 4 participants were
excluded from the study and labeled as fraudulent.

Discussion

Principal Findings

Asonline data collection in diverse environments increases, so
too increases the opportunities for—and experiences that
researchers will have with—fraud, either perpetuated by bots
or individuals with malintent. As we demonstrate in this work,
the methods to detect and prevent fraudulent participation in
online surveysthat have been endorsed to date wereinsufficient
and, thus, ineffective when attempting to recruit and enroll the
sample for this study. The 2-step strategy described here
contributesto asmall but growing literature to addressfraud in
survey research [32,57] and reduce this threat to research

integrity.

Our PRIOR protocol is comprised of many small points of
information; however, these points, when reviewed together,
created a full picture of the legitimacy of each participant and
proved to be a powerful tool to determine and detect fraud.
Changing data collection platforms, and using commonly
recommended features of Qualtrics such as reCAPTCHA and
“ballot box stuffing” prevention, was clearly impactful in the
initial screening of potential participants. Of those who passed
thisinitial stage, our added checks identified another 31% who
were not eligible. Although this process is labor-intensive, it
hel ped protect the integrity of thedata. Thisisespecialy crucial
for individual s working with marginalized populations, such as
the American Indian and Alaska Native population, who have
been subject to research harm in the past [58]. Further, during
the phone verification, the research team heard from many
participants that they appreciated the extra security measures
in place and felt more comfortable enrolling in avirtual research
project having talked with a study team member first. The
research team hopes this critical step can aid in re-establishing
trust between academiaand American Indian and AlaskaNative
communities by making research teams more personableto the
participants and actively showing that protections are in place
for data collected in any phase of the study—from enrollment
to participation in the study itself.

Having a robust security protocol in place helps researchers
discern topics of relevance for communities and populations
and adds credibility to the collected and analyzed data.
Researchers who use this method can improve their reach and
legitimacy for research with hidden or hard-to-reach populations
and prevent fraudsters from disparaging the integrity of the
overall data and receiving compensation inappropriately.
Further, integrating a fraudulent data detection protocol into
any research endeavor with American Indian and AlaskaNative
communities or other hard-to-reach populations helps build a
foundation within the literature, which simultaneously ensures
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that data collection is ethical and reflects the authentic views
of the community. Additionally, we caution researchersto limit
how much information isrelayed onlineto potential participants
regarding respondent compensation, especially if research teams
plan to use social media accounts to “boost” their recruitment
links as ads. Doing so can attract alarger number of fraudulent
respondents trying to access immediate funds via respondent
compensation. While we note that such steps in a fraudulent
data protocol, such as PRIOR, are time and labor-intensive,
taking these stepswill help to bridge the gap of research distrust
and provide the community with accurate and authentic data.

Limitations

While there are many strengths found within this protocoal,
several potential limitations should be considered when using
PRIOR. Firgt, there are ethical concernsregarding the collection
of both IP addresses and geolocation variables. Researchers
must ensure that a plan is in place to delink these data points
from participant responses to surveys or other data collection
materials and to permanently destroy these variables after
verification of identity has occurred. As an example, our
research team immediately delinks all collected IP addresses
from future participant responses and deletes all related
variables. Additionally, the collected IP addresses are limited
to only specific members of the research team and are kept in
password-protected filing systems. Finaly, the rigor involved
in verifying authentic participants may pose too great a barrier
for some eligible participantswho may not complete the process.
As noted, we found that most participants were pleased with
the safeguards in place. While seemingly costly, the benefits
include authentic participation, data integrity, and minimal
losses in faulty respondent compensation.

Conclusions

Fraudulent surveys compromise the authenticity and integrity
of the data, aswell as depl ete scarce research resourcesincluding
respondent compensation and personnel time. It is crucial for
researchers working with American Indian and Alaska Native
communitiesor other popul ationsthat have experienced research
harm to guard against online misrepresentations. Such protocols
are critical to protecting the integrity of the data—that is, to
ensure that data collected represent authentic voices of the
population, in this case, urban American Indian and Alaska
Native young women. Ensuring the integrity of the datain this
way promotes trust between researchers and vulnerable or
previously exploited communities and fosterstheidentification
of authentic needs and priorities of the populations involved
with the research. As new technologies, for example, machine
learning or artificial intelligence, are used in virtual research
methodologies, modification of, or new developments in,
existing protective protocols will be essentia. The PRIOR
protocol described here advances an approach that may serve
to prevent fraudulent survey participation in the short term and
to foster new and expanded applications concurrent with new
data collection technologies.
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